
Institutional Cybersecurity Gaps and Recommendations:

The Challenge:  

Cybercrime is rising sharply across Africa. 

In Western Africa, cybercrime accounts for  
more than 30-percent of all reported crime. 

ECOWAS Member States recently suffered costly and devastating 
cyberattacks against electric companies, banks, telecommunications 
providers, government services websites, manufacturers, and more. 

Effective Institutions
Each ECOWAS Member State needs an operationally 
effective National CSIRT, access to an ECOWAS ISAC, 
and Sectoral CSIRTs capable of providing services 
tailored to the unique needs of each sector.

Access to Free / Affordable Threat Data,  
Tools and Services
Limited funding and costly threat data, tools, and 
services means network defenders should take 
advantage of free and/or affordable options. These 
include Shadowserver’s free network remediation 
reports and tools like IntelMQ, Elasticsearch, and 
Kibana needed to effectively use threat data feeds. 
Affordable commercial options exist, including Arctic 
Hub, available through Arctic Security’s CSIRT 
Development Program. 

Training and Capacity Building
To develop technical skills within a CSIRT or ISAC,  
Member States should actively seek training and 
capacity building projects funded by government 
ministries, private sector companies, and entities such 
as the World Bank, the United Nations, and the 
European Union. 

In-House Technical Experts
Acquiring and maintaining employees with superior 
technical skills can be difficult, particularly for 
government entities unable to compete with private 
sector salaries. Member States should work with 
universities and the private sector to develop training 
and mentorship programs that can act as a pipeline for 
skilled talent. 

Partnership Development
National CSIRTs must not work in isolation. Frameworks 
should be devised to foster meaningful partnerships 
with fellow National CSIRTs, Internet service providers, 
critical infrastructure operators, government entities, 
businesses, universities, and the like. Doing so will 
facilitate information sharing, collaboration, and 
capacity building. Partnership opportunities are 
available through FIRST.org and through 
Shadowserver’s Alliance Mattermost online community. 

The Risks in Failing to Act:
•	 Jeopardizing continued 

economic investment, growth, 
and development

•	 Eroding public trust
•	 Impacting critical services that 

affect citizens’ quality of life

Contributing Factors:  
•	 Rapid economic growth and 

development: attracts financially 
motivated attackers

•	 Expanded digital footprint: 
increases available attack vectors 
to breach networks

•	 Cybersecurity deficiencies / “gaps”: 
capabilities failing to keep pace

Primary Cyber Threats:
•	 Ransomware
•	 Attacks against critical 

infrastructure
•	 Distributed denial of service 

(DDos) attacks
•	 Business email compromise (BEC)
•	 Online fraud scams
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The Challenge

With its young and growing population and natural resources, 
West Africa has enormous potential for trade development, which 
is, however, yet to be fulfilled. West African trade is still character-
ized by a lack of appropriate policy framework and its effective 
implementation, resulting in high transaction costs, unpredictable 
tariffs and multiple non-tariff barriers. Additionally, customs con-
nectivity along trade corridors is needed to facilitate the move-
ment of intra-regional trade in West Africa.

The Economic Community of West African States (ECOWAS) aims to 
facilitate intra-regional trade among its 15 member states, leading 
to the establishment of a common market in West Africa. Support 
for ECOWAS trade facilitation provided by the Federal Ministry of 
Economic Cooperation and Development (BMZ) and the European 
Union attempts to bring coordinated and far-reaching assistance 
to address the challenges of trade facilitation in the West African 
sub-region.

Our Approach

The Action Promoting Trade in West Africa II (WATIP II) is part of 
the larger Trade Facilitation West Africa Program (TFWA), which is a 
multi-donor initiative to improve the efficient movement of goods 
in the ECOWAS region by supporting the ECOWAS Commission in 
the following three technical areas:

1.  Trade facilitation measures improved and more efficiently 
implemented: 

Support the development of regional policies and instruments 
related to facilitating the implementation of the ECOWAS Customs 
Code at national levels and to further enhancing the implementa-
tion of the ECOWAS Trade Liberalisation Scheme (ETLS).

2. More efficient movement of goods along selected corridors:

Support to the establishment of an interconnectivity system that 
allows for the automated transmission of customs data and data 
of other border agencies so as to facilitate the movement along 
selected trade corridors.

Promoting Trade in West Africa II 
Improving the efficient movement of goods in the ECOWAS region 

Photos: GIZ Nigeria and ECOWAS Commission

Project name Promoting Trade in West Africa II

Commissioned by German Federal Ministry for Economic  
Cooperation and Development (BMZ)

Funded by Federal Ministry for Economic Cooperation  
and Development (BMZ)
European Union                                                                                                                                           

Lead Executing 
Agency

Deutsche Gesellschaft für  
Internationale Zusammenarbeit (GIZ) GmbH

Project region ECOWAS Commission
15 ECOWAS Member States

Duration 10/2018 – 09/2022

Financial Volume Total : 23,15 million EUR                                                                                                                                              
EU: 15 million EUR                                                                                                                                              
BMZ: 8,15 million EUR 

Implemented by
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https://www.shadowserver.org/what-we-do/network-reporting/
https://www.shadowserver.org/what-we-do/network-reporting/
https://github.com/certtools/intelmq
https://www.elastic.co/elasticsearch
https://www.elastic.co/kibana
https://www.arcticsecurity.com/hubfs/Arctic%20Security%20-%20Arctic%20Hub%202025.pdf
https://www.arcticsecurity.com/hubfs/Arctic%20Security%20-%20Arctic%20Hub%202025.pdf
https://www.arcticsecurity.com/csirt-development-program
https://www.arcticsecurity.com/csirt-development-program
http://FIRST.org


Institutional Cybersecurity Gaps and Recommendations:

Maturity Assessments
To establish a baseline maturity level and track 
developmental progress, National CSIRTs should 
undergo the Open CSIRT Foundation’s Security Incident 
Management Maturity Model (SIM3) self-assessment 
online tool and implement recommendations for 
improvement.

Early Warning Services
Using Shadowserver’s free, daily network remediation 
reports and other threat data feeds, National CSIRTs 

should offer free Early Warning Services to all 
constituents. These services allow subscribing 
businesses and other constituents to receive 
automated alert notifications about exposed, 
vulnerable and compromised devices and services on 
their networks that need to be timely remediated. 
Consultation with one of the many National CSIRTs that 
offer Early Warning Services is recommended, including 
the UK’s National Cyber Security Centre (UK NCSC) and 
the Dominican Republic’s CSIRT-RD.

Operational Cybersecurity Gaps and Recommendations:

Asset Inventories 
Network owners are often unaware of the assets that 
comprise their networks. Policies should be established to 
mandate periodic asset inventories, particularly in 
government and critical infrastructure sectors, to facilitate 
timely remediation as new vulnerabilities emerge. 

Exposed Assets  
The region contains assets needlessly exposed to the 
public internet, thereby increasing attack surfaces and 
providing attackers with greater opportunities to breach 
networks. Focused initiatives with National CSIRTs, 
Internet service providers, and other network owners in 
the region could lead to proactive surge activity to reduce 
instances of exposed devices and services.

Remediating Critical / High Severity Vulnerabilities 
The region’s networks contain unpatched vulnerabilities 
that can be exploited by threat actors seeking to breach 
those networks and cause harm through ransomware 
and other forms of attack. Regulations should 
be implemented to require government 
agencies and critical infrastructure operators 
to remediate vulnerabilities designated as 
“critical risk” within 15 calendar days, and 
those designated as “high risk” within 30 
calendar days of detection. “Known Exploited 
Vulnerabilities (KEV)” identified as actively 
exploited in the wild should receive priority 
attention and be remediated within 14 
calendar days.

Remediating Compromised and  
Malware-Infected Devices   
The region’s networks also contain 
compromised and malware-infected devices in 
need of remediation. Regulations should be 
implemented to require National CSIRTs, 
government agencies, critical infrastructure, 
and other key network owners to remediate 

identified compromised and malware-infected devices 
within a specified time period, including those identified 
in Shadowserver’s free, daily network remediation 
reports available to all National CSIRTs and subscribing 
network owners across all sectors.  

Threat Mitigation / Eradication Campaigns  
Devise and implement nationwide threat mitigation and 
eradication campaigns against critical vulnerabilities 
and compromised devices on networks throughout the 
region. One recent example is the nationwide campaign 
led by the Australian Signals Directorate (ASD) to 
eradicate implants in certain compromised devices 
throughout Australia.

Shadowserver’s Public Dashboard   
Use Shadowserver’s Dashboard as a tool to inform key 
stakeholders (e.g., policymakers, government officials, 
network defenders, etc.) about the latest cyber threats 
affecting the region. 

ECOWAS region country grouping on Shadowserver’s public Dashboard

https://opencsirt.org/csirt-maturity/sim3-online-tool/
https://opencsirt.org/csirt-maturity/sim3-online-tool/
https://www.ncsc.gov.uk/section/active-cyber-defence/early-warning
https://cncs.gob.do/gobierno-lanza-servicio-de-alerta-automatica-ante-vulnerabilidades-y-exposicion-en-el-ciberespacio/
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/badcandy
https://dashboard.shadowserver.org/

