
@shadowserver

contact@shadowserver.org

Compromised Website Report
A report on your network or constituency



• Introduce compromised websites 

• Highlight a sample compromised website report 

• Describe key features of the report 

• Demonstrate how a National CERT or network owner can action a compromised website 
report 

• Offer general guidance on how to protect against compromised websites 

• Provide a key list of Shadowserver online resources to enable report subscription and use
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Presentation Aims & Objectives



• A compromised website relates to a site whose code has been altered for malicious third party gain, such 
as  

• Installing malware on a device via Exploit Kits 

• Sending SPAM 

• DDoS attack 

• Injecting javascript to transmit user data without consent 

• Launch pop-up ads 

• Anyone visiting a compromised website is also at risk of compromise or participation in some kind of attack 

• Often the result of outdated versions of CMS, such as Joomla/Drupal/Wordpress (or plugins for these) and 
weak or keylogged FTP credentials
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Compromised Websites



•  Compromised Website Report: https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/ 

•  Report is available as a file in CSV format 

•  The report filename contains compromised_website 

• All timestamps are in UTC  

• Reports can be sent as e-mail attachments, downloaded via HTTP or obtained via a RESTful API 

• For more documentation on API access, please visit the below URLs and send a request for access to contact@shadowserver.org  
https://www.shadowserver.org/what-we-do/network-reporting/api-documentation/ 
https://www.shadowserver.org/what-we-do/network-reporting/api-reports-query/
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Compromised Website Report

https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/
mailto:contact@shadowserver.org
https://www.shadowserver.org/what-we-do/network-reporting/api-documentation/
https://www.shadowserver.org/what-we-do/network-reporting/api-reports-query/
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Compromised Website Report

https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/

https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/
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Action a Compromised Website Report

Key event fields 

timestamp ip port hostname tag application asn geo city url http_host category system detected
_since

server cc_url

18/04/2022 
00:00 108.71.X.X 80 XXX hacked-webserver-

stealrat-t1 http 18450 US missouri wp-includes/
returnV04Z.php" 0031a.com spam linux 2014-03-08 XXX XXX

http://0031a.com
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IP WHOIS   
108.71.X.X 

Action a Compromised Website Report

timestamp ip port hostname tag application asn geo city url http_host category system detected
_since

server cc_url

18/04/2022 
00:00 108.71.X.X 80 XXX hacked-webserver-

stealrat-t1 http 18450 US missouri wp-includes/
returnV04Z.php" 0031a.com spam linux 2014-03-08 XXX XXX

http://0031a.com


• Methodology for verification may differ depending on the threat identified. We provide the infection name and 
URL, but you would likely need to search more on the Web to fully understand how a reported attack works 

• As always, there is no guarantee that there are no additional infections or compromises on any IP that we 
report on 

• We have seen several different criminal groups abusing the same compromised system for different purposes 

• We recommend investigating systems with the assumption that there are more compromises on the systems 
than are reported 

• Contact us if you need help in better understanding our report! 
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Verifying results
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Compromised Website - PROTECT 

• Follow security best practices when you make your website public 

• Keep sites updated with the latest security patches 

• Avoid untested plugins or themes 

• Do not expose unnecessary services you do not need to 

• Use firewalls to block access to website elements 

• Use SSL only, do not allow for any website related passwords to be sent in plaintext
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Compromised Website - REMEDIATE 

• Recover access and reset passwords 

• Backup the site and / or the server (e.g. a VPS) to preserve all content 

• Update plugins and themes 

• Remove unwanted files 

• Clean out your sitemap 

• Reinstall plugins and themes and WordPress core 

• Clean out connected databases if necessary
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Summary & Key Report Pages
Reports overview  

• https://www.shadowserver.org/what-we-do/network-reporting/get-reports/ 

• https://www.shadowserver.org/what-we-do/network-reporting/ 

• https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/ 

Report Updates  

• https://www.shadowserver.org/news-insights/ 

• Twitter  @shadowserver 

• Mailing list access send request to contact@shadowserver.org and request access to public@shadowserver.org  

• Or subscribe directly at https://mail.shadowserver.org/mailman/listinfo/public 

Reports API  

• Request access to contact@shadowserver.org  

• https://www.shadowserver.org/what-we-do/network-reporting/api-documentation/ 

• https://www.shadowserver.org/what-we-do/network-reporting/api-reports-query/ 

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/
https://www.shadowserver.org/what-we-do/network-reporting/
https://www.shadowserver.org/what-we-do/network-reporting/compromised-website-report/
https://www.shadowserver.org/news-insights/
mailto:contact@shadowserver.org
mailto:public@shadowserver.org
https://mail.shadowserver.org/mailman/listinfo/public
mailto:contact@shadowserver.org
https://www.shadowserver.org/what-we-do/network-reporting/api-documentation/
https://www.shadowserver.org/what-we-do/network-reporting/api-reports-query/
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